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Objectives

e To understand the role and responsibilities of the
SIRO, IAO and IAA

« To know how to identify an information asset and
complete the information asset register

* To know how to identify and log data flows

* To understand information risk management and risk
assessment information assets and data flows




Information Governance Framework

Accountable Officer

Has overall responsibility to ensure that information
risks are assessed and mitigated to an acceptablelevel

Senior Information Risk Owner (SIRO)

Responsible for ensuring that informationrisks are
managed appropriately

Information Asset Owner (I1AO)

Responsible for the day to day management of
information risk for their assets

Information Asset Administrator (I1AA)

Responsible for the creation and maintenance of the
Information Asset Register




Information Governance Toolkit Requirement

 There Is an information asset register that
iIncludes all key information, software,
hardware and services



https://www.igt.hscic.gov.uk/RequirementQuestionNew.aspx?tk=428776506246871&lnv=2&cb=6007388e-9699-4fb9-bbb9-21763390ff6f&sViewOrgType=21&reqid=2886

Template

		Who is responsible for managing the record		Name of information asset		Description of information asset		How is the data stored? (e.g locked cabinet, networked drive, national system)		Retention period?
		Risk assessment of Information Asset (N/L/M/H)		Purpose (Why is this information collected/collated?)		Where does the information come from? Which organisation/Dept		How and in what format is the information received (e.g spreadsheet emailed to nhs net account)		Does it contain Person Confidential Data? Yes/No		Who has access to the data?		Who is the data shared with /or sent to?		Risk Assessment of Data Flow (N/L/M/H)



















































file:///C:/Users/boughtonr/Desktop/Rention%20schedule.pdf

Asset example

		Who is responsible for managing the record		Name of information asset		Description of information asset		How is the data stored? (e.g locked cabinet, networked drive, national system)		Retention period?
		Risk assessment of Information Asset (N/L/M/H)		Purpose (Why is this information collected/collated?)		Where does the information come from? Which organisation/Dept		How and in what format is the information received (e.g spreadsheet emailed to nhs net account)		Does it contain Person Confidential Data? Yes/No		Who has access to the data?		Who is the data shared with /or sent to?		Risk Assessment of Data Flow (N/L/M/H)

		Ruth Boughton		Patient Record		Clinical Information relating to the day to day care of the resident		Locked drawer in managers office				low 		patient care

		Sue Smith		Patient Finance Record		Financial information for resident		Laptop, encryted lock in cabinet over night				Medium - data not backed up.		patient finance

				Care home BCP

				Staff Record

				Fire Safety log

				Finance Records







































file:///C:/Users/boughtonr/Desktop/Rention%20schedule.pdf

Data flow Example

		Who is responsible for managing the record		Name of information asset		Description of information asset		How is the data stored? (e.g locked cabinet, networked drive, national system)		Retention period?
		Risk assessment of Information Asset (N/L/M/H)		Purpose (Why is this information collected/collated?)		Where does the information come from? Which organisation/Dept		How and in what format is the information received (e.g spreadsheet emailed to nhs net account)		Does it contain Person Confidential Data? Yes/No		Who has access to the data?		Who is the data shared with /or sent to?		How is it sent		Risk Assessment of Data Flow (N/L/M/H)

		Ruth Boughton		Patient Record		Clinical Information relating to the day to day care of the resident		Locked drawer in managers office				low 		patient care		referral/Care Plan/Discharge Summary from hospital/GP/Family/Social Care		Word Templates received by Fax, Royal Mail		yes		all care staff		All staff who have patient contact, GP hospital, Social Care if justified		Royal Mail		Low

		Sue Smith		Patient Finance Record		Financial information for resident		Laptop, encryted lock in cabinet over night				Medium - data not backed up.		patient finance		Social Care/Families		Word Template by Fax		yes		finance staff		social care for payment purposes		Fax		Low

				Care home BCP

				Staff Record

				Fire Safety log

				Finance Records
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ldentifying Information Assets

 Does it have a value to the organisation?

e Does the group of information have a specific
content?

* Does the information have a manageable
lifecycle?

e |s there a risk associated with the
Information?



Information Asset Examples

« A database of contracts
« All files associated with a specific project

« Paper records (service users, patient records and
staff records)

o Paper reports (clinical, research, service evaluation,
complaints etc.)

e Laptops, smartphones, memory sticks
« Back-up data, archived data, audit trail data




Potential Information Risks

Consequences to the organisation could impact on is
finances, legal obligations and reputation:

* Lack of effective procedures, governance and
controls

« Staff training, awareness of policy / procedure
e Third party supplier failure / ICT failure




Data Flow Mapping
|G Toolkit requirement (322 series):

“All transfers of hardcopy and digital personal
and sensitive information have been identified,
mapped and risk assessed; technical and
organisational measures adequately secure
these transfers”

E RequirementDocuments/IGT_Requirement_322_VOL_v14 0.pdf

Adobe Acrobat




What is a Data Flow?

The transfer of information from one location to
another:

e [nflow / outflow / both
e Internal / external transfers
 Format i.e. hard copy or electronic

 Method of transfer e.g. automated systems,
email, fax, post, by hand, courier etc.



Business Continuity Planning

 Major assets of the organisation which are
business critical or require for business
continuity will require a Business Continuity
Plan

Do not assume this only applies to ‘IT’
related problems

« Assets that are hosted externally by an

third party require an IAO within the

organisation




Information Governance

Any Questions Please?

This training material has been produced by HBL ICT Services in association with Ruth
Boughton, Information Governance Manager for Herts Valleys Clinical Commissioning Group
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